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ABSTRACT: This paper describes the literature review of research about digital
safety competency of school students. Review and analysis of more than
90 research papers and government documents concerning the topic were
conducted using various search engines as well as through access to printed
legal and guiding documents of Vietnamese Government. . In the one hand,
review of the literature shows the complexity of the DL concept, on the other
hand, it proves the importance of activities to reinforce the knowledge and
skills and reorientation or strengthening the attitudes regarding digital safety
and positive use of the new media at home and in school. The presented
results also provide opportunities to enrich the insights into the educational
processes which take place in the family environment in the digital age. The
prospect of digital safety education in Vietnam is also discussed in relation

with the global progress.
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1. Introduction

Digital safety for young people and the role
of education in improving their digital safety
capacity are becoming a global concern in the
rapid development of information technology
and media. Many international and regional
organisations have developed theoretical
frameworks for digital competence; however,
only some of them aim at adolescents (UNESCO
et al., 2016). While youths are increasingly
exposed to digital devices and online networks,
they are prone to many problems such as forms
of child abuse (Gasser et al., n.d.; Tejedor-Calvo
& Pulido-Rodriguez, 2012; Li, 2008; Cranmer,
2013), issues of information security (Berson et
al.,2002), bullying in the digital space (Lampert &
Donoso, 2012) or copyright violations authority
(Kim & Epstein, 2017). From that context, one
of the requirements for education systems is
to educate young people on digital safety and
increase awareness of the whole society on this
issue.

This literature review is a systematic synthesis
of research on the concept of digital safety,
digital safety frameworks and digital education
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landscape in the world and Vietnam. From
there, the article aims to raise the awareness of
stakeholders on the issue of strengthening digital
safety capacity for adolescent students.

2. Methods

The literature search was conducted through
various databases: Academic Search Complete,
Education Source, E-Journals, and ERIC. In
addition, reference search sites were used to
search for publications related to this issue such
as: Google, Google Scholar, ResearchGate.
Articles published in Vietnamese only were
retrieved through NASATI (National Agency for
Science and Technological Information), National
University Data Center Hanoi, library portals
of some universities and research institutes. In
addition, the research team also searched for
guiding documents, official documents, circulars
of the Ministry of Education and Training and
some schools’ curriculum and programs on
related issues.

Keywords used to search included: digital
safety, digital safety frameworks and digital
education landscape, digital safety for



adolescents. 89 documents were used to conduct
this literature review to answers the research
questions:

- What is digital safety?

- What are the existing digital safety competency
frameworks?

- How is digital safety education for children in
some countries around the world implemented?

- How is the prospect of digital education in
Vietnam?

3. Review of finding results

3.1. Definitions of digital safety

3.1.1. Safety in the digital world

Digital safety for teenagers is not a well-
defined and framed concept. This phrase refers to
a set of issues that may directly or indirectly relate
to the welfare of children using digital media,
and is not limited to certain means of access such
as the Internet or the telephone, smartphones,
but also includes the broader features of digital
media (Tomczyk, 2020). It is difficult to give
a complete and comprehensive definition of
“safety” but the core of this phrase emphasises
protecting oneself and those around them from
dangerous risks when entering the digital world
through digital devices (Tomczyk, 2020).

Although there is no universally agreed-upon
concept of “digital security”, most definitions
indicate that it is not sufficient to consider only
security operations on the network (Cerf, 2011).
Digital security involves avoiding risks not only
from the digital space but also from computer
devices and Internet connections. Children today
are accessing internet-connected digital devices
earlier and more easily, but research on their
exposure and understanding of the Internet is still
very limited (Edwards et al., 2018; Livingstone,
2001). Research by O’Neill and Dinh’s (2015)
shows that mobile phone ownership has increased
dramatically in Ireland with 40% of teenagers
having a phone connected to the Internet.
Common Sense Education’s survey of 1,141
13- to 17-year-olds in the US shows the same
trend with 9 out of 10 kids having smartphones,
up 48% from 2012. Of which, 70% use social
networks more than once a day, compared with
34% six years earlier (Rideout & Robb, 2018).
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In addition, along with the uncertain nature of
the online environment, teenagers approached
by criminals more easily through forms of
child abuse through pictures, sexual messages,
etc. pornography, or online bullying (Gasser
et al., nd; Tejedor-Calvo & Pulido-Rodriguez,
2012; L1, 2008; Cranmer, 2013). Despite being
aware of the risks, teenagers are more likely to
experiment with social networking sites, where
personal identities are not strictly controlled. That
makes it easy for others to obtain and manipulate
information, cause unforeseen dangers both
online and in-person (Livingstone et al., 2012;
Vanderhoven et al., 2014).

Bullying is one of the most common
phenomena that adolescents face in the
digital space (Lampert & Donoso, 2012). In
most countries, 70 to 90% of children have
experienced cyberbullying, depending on the
severity, but none have witnessed the issue being
discussed at school or received helpful help
from the school (Lobe et al., 2012; Agatston et
al., 2007). The negative effects of cyberbullying
on victims include depression, low self-esteem,
suicidal ideation and poor mental health, with
the majority of victims seeking to avoid adult
attention (Fleming et al., 2006; Martin & Rice,
2012; Li, 2010; Vanderhoven et al., 2016; Ybarra
et al., 2006; Hanewald, 2008).

Digital piracy can have a huge negative impact
on the digital device market but is not being
considered as serious as direct piracy, leading
to rampant illegal downloading by teenagers
(Kim & Epstein, 2017). There is some research
on digital piracy in the behavioral sciences and
criminology, but very little focus on consumer
education, particularly with adolescents (Kim
& Epstein, 2017; Gunter et al. al., 2010). Kim
and Epstein (2017) argue that it is unnecessary
and ineffective to classify this piracy as an
offense to punish youth; education regulations
should be prioritized instead. This is in contrast
to the results of research by Higgins & Makin
(2004) and Al-Jabri & Abdul-Gader (1997), this
behavior is common among university students
due to poor self-control and friends dragging. A
study by Gunter et al. (2010) on piracy among
students in grades 8 to 11 found that 72.3% of
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teenagers have experienced piracy at least once
in their lives. 16.1% of 8th graders and 25.0%
of 11th graders infringe digital content on a
daily basis (Gunter et al., 2010). In the latest
research, the rise in digital piracy is attributed
to the prevalence of software downloads, the
exchange of infringing files between peers and
lack of parental control (Tomczyk, 2019). The
analysis shows that digital literacy education is
a primary prevention measure because piracy is
not uniform for all teenagers (Tomczyk, 2019).

When adolescents are subject to unsafe
behavior, they are also at risk of leaking
information online through insecure privacy
settings (Berson et al., 2002). The information
of famous underage stars is often more publicly
available and there is a higher risk of leakage
(Hofstra et al., 2016). Some other studies by
Shin & Kang (2016) and Zarouali et al., (2017)
add that there is no link between students’
perceptions of privacy issues and disclosure
behavior of the children. On the other hand,
Agosto & Abbas (2017) asserts that teenagers
are often more concerned with privacy issues
than security. The majority of participants in this
study considered themselves safe users, although
a small number reported negative experiences
such as identity theft or hacking (Agosto &
Abbas, 2017). Children may be better aware of
the risks of information leakage on social sites
such as Facebook than adults (Christofides et al.,
2012).

3.1.2. Digital safety competence concept and digital

safety education

“Digital security ”includes four competencies:
awareness of rights and responsibilities,
information and device and identity security,
physical and mental health and resilience. In
this domain of competence, children must be
aware of their place and responsibilities in local
and global contexts and understand concepts
such as data, privacy, identity and intellectual
property. Next, children must also recognise
signs of bullying and harassment, make offensive
and humiliating statements, as well as protect
themselves, improve their physical and mental
health when participating in the world. Finally,
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digital resilience refers to the ability to manage
and cope with high-risk situations through
dialogue or action within the framework of
proper awareness and readiness (Le et al., 2019).

As mentioned above, safety is one of the most
important aspects of concern in the 21st century
as digital crime is increasing at a rapid rate and
children are exposed to online content from the
smaller age (Gasser et al., nd; Berson et al., 2002;
Sonck et al., 2012; Livingstone & Smith, 2014;
Xu et al., 2013).

In the field of education, digital safety
education in the context of promoting teaching
and learning activities is improving students’
ability to handle situations as well as prevent
and protect students from unsafe risks. The risks
have influenced their mental and physical health,
property and personal identity when participating
in the digital world (Tomczyk, 2019a).

3.2. Developed frameworks

As cyberspace has always been deemed to
present extensive “community, self-identity and
social change” since its coinage in 1984. It has
completely transformed all aspects of our lives,
especially those of the iGeneration who may
encounter enormous difficulties in the absence of
digital technologies (Benedikt, 1993, p.401). The
need to equip digital natives with sufficient skills
and knowledge in a digital environment ultimately
emerged, hence the introduction of a deluge of
assessment frameworks worldwide. Therefore, it
is vitally important for researchers to put each in
context and construct a contextually appropriate
evaluation system for relevant parties. As almost
every country nowadays has their ICT curricula,
we take into account those developed by
international and regional organisations targeting
preadolescents and adolescents specifically to
make a comparative assessment with the one
utilised in this study. Review suggests that most
previous well-established frameworks focus on
the context of developed Western nations, i.e. in
Europe and North America. In contrast, research
into this area with a strong focus on Asian
participants has only recently been introduced
(UNESCO Global Citizenship Education,
UNESCO Digital Landscape Studies, etc.).



UNESCO et al. (2013) introduced one of the
first well-known frameworks for media literacy
assessment for a wide range of stakeholders
on two tiers, namely country readiness and
competencies. While it does not offer a detailed
approach to competencies evaluation, it has
grounded the foundation for later research
regarding the spectrum and level of proficiency
recommended for individuals and institutions in
different environments. This report, though not
touching specifically on any domains of digital
citizenship, put an emphasis on many aspects
of safety in cyberspace. On the “understanding,
assessment and evaluation of information and
media” level, individuals have to be able to
“assess, analyse, compare, articulate and apply
initial criteria for assessment of the information
retrieved and its sources, as well as evaluate
media and information providers in society”
and “evaluate and authenticate information
and media content gathered and its sources and
media and information providers in society”
(UNESCO et al., 2013, p.59). At the advanced
level, they have to “communicate information,
media content and knowledge in an ethical, legal
and effective manner using appropriate channels
and tools” (UNESCO et al.,, 2013, p.59,60).
These traits are not exhaustive of the “safety”
aspect of cyber competence and their order
of priority is remarkably different from future
research, yet the attention reserved for domain
has demonstrated its utmost importance for a
digital citizen.

In 2016, the DQ Institute, Organisation for
Economic Co-operation and Development
(OECD) and IEEE Standards created the
Coalition for Digital Intelligence and pointed
out a Digital Intelligence framework that
encompasses eight domains (i.e. digital use,
digital identity, digital rights, digital literacy,
digital communication, digital safety, digital
security and digital emotional intelligence) (DQ
Institute, 2019). The European Commission
Joint Research Centre (JRC) made public their
Digital Competence Framework for Citizens
(DigComp) as reports of DigComp 2.0 and
DigComp 2.1 were finalised in 2017 (Carretero
et al., 2017; Redecker et al., 2017). DigComp is
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composed of five dimensions: competence areas,
competence descriptors and titles, proficiency
levels, applicable knowledge, skills and attitudes
and examples of use (Carretero et al., 2017).
Similarly, the framework covers five areas where
safety consists of four subdivisions ranging from
health and well-being, personal devices, data
and privacy to the environment (Carretero et al.,
2017).

Other frameworks established by international
organisations including “Building Digital
Capabilities: The Six Elements Defined”,
“OECD  Skills  Study, OECD Programme
for the International Assessment of Adult
Competencies (PIAAC)”, “International
computer and information literacy study:
assessment framework™, etc., while varying in
terms of the number, range or difficulty level,
all take into account areas such as information
management, collaboration, communication,
content and knowledge creation, ethics &
responsibility, evaluation & problem solving and
technical operations (JISC, n.d.; Organisation for
Economic Co-operation and Development, 2016;
Fraillon et al., 2013; Ferrari, n.d.). Researchers,
therefore, have to notice the difference between
cognition-based and  application-orientated
approaches to accordingly benchmark against
either operational skillsets or tool-orientated
behaviours.

With the risks of online environments for
children, UNESCO Asia and Pacific Regional
Bureau for Education (UNESCO Bangkok)
launched the “Fostering Digital Citizenship
through Safe, Effective and Responsible Use
of ICT” project in 2016 (UNESCO Education
sector & The Global Education 2030 Agenda,
nd.; Le et al.,, 2019). The project proposes
a detailed framework of digital citizenship
domains, proficiencies, and performance
indicators including digital safety and resilience,
based on Bronfenbrenner’s bio-logical model
which proposes four layers of impact on a
child’s cognitive development (Le et al., 2019).
Based on critiques and feedback from previous
frameworks, this framework is the convergence
of strengths that previous works have developed
while avoiding the over-complication and
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overlapping of subjects and domains. With Asia-
Pacific being the most diverse region regarding
ICT advancement, this framework is expected
to afford a holistic picture of youngsters’ ICT
capabilities, especially in the domain of safety
(UNESCO et al., 2016).

“Safety” domain of the framework

“Digital safety and resilience” consists of four
competencies including awareness of rights and
obligations, information and device security and
reputation, health and well-being and resilience.
Under this domain, children have to be aware
of their position and responsibility within both
a local and global context and knowledgeable
about concepts such as data, privacy, reputation
and intellectual property. The third division
states that children have to recognise bullying,
harassment, hate speech, unplug and addiction
as well as protect themselves or improve their
physical and psychological conditions when
being online. Last, being digitally resilient
demands that children take actions in the face
of risky situations by communicating or taking
instrumental and cognitive actions (Le et al.,
2019).

As aforementioned, safety is one of the
most vital aspects to be considered in the 21st
century when cyber-criminals are rising at
an unprecedented rate and children are being
exposed to online content at an increasingly
young age (Gasser et al., n.d.; Berson et al., 2002;
Sonck et al., 2012; Livingstone & Smith, 2014).

3.3. Research that concerns digital safety education

in the world

Developing digital safety capacity in schools

Children are exposed to digital devices and
online networks from a very young age, so it is
essential to have a comprehensive ICT program
in school from pre-primary level (Edwards
et al., 2018; Kritzinger, 2017; Moreno et al.,
2013). The risks online have led to teaching
using digital tools at times referred to as a
“risk model” (instead of a “promising model )
(Tomcezyk, 2020, p.482). Preschool teachers face
a significant barrier when teaching children about
cyber safety because many programs assume that
children should be aware of the basic concepts
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of the Internet as connected devices (Edwards
et al., 2018) ). With peer-to-peer cooperative
learning, older students’ digital skills show
improvement over time. Because young children
are still online and each child has a different
level of disaster recovery, it is risky to let digital
skills develop naturally. Therefore, digital safety
education from an early age is very important
(Sonck et al., 2011; Vandoninck et al., 2012).
Chaudron (2015) reported in a survey in Europe
that children under 9 years of age using digital
media devices are not aware of the Internet and
what it means to be online. However, because the
link between safety skills and literacy skills has
been established, this situation can be improved
by improving digital literacy skills (Sonck et al.,
2011; Tran et al., 2011; Tran et al., 2011). al.,
2020).

Asia Pacific is home to countries with large
disparities in information technology capabilities
and home to some of the lowest levels of digital
systems on record (UNESCO et al.,, 2016).
However, this does not mean that there are no gaps
between IT programs in developed countries. In
Canada, students have showed negative attitudes
towards Information Technology subject because
posters, videos or class are considered boring
and unacceptable (Adorjan & Ricciardelli, 2019;
Agosto & Abbas, 2017). Two-thirds of parents
in the Netherlands report being unaware of
their child’s negative online experiences; and
the Netherlands is also one of the few European
countries that does not make digital security a
compulsory subject in the curriculum (Sonck &
de Haan, 2014; Valcke et al., 2007). Hope (2002),
cited in Valcke et al. (2007), also points to the
case of New Zealand and especially Flanders,
Belgium, where the subject of Information
Technology has been proposed since 2004 but
has not yet been included as a formal subject in
the school curriculum.

Because many digital safety awareness
programs are merely memorization, students
do not have the opportunity to apply concepts
to real-life situations. From then, educators
can take advantage of technology with the
help of interactive tools to help make lessons
more relevant and effective for young children



(Cone et al., 2017; Livingstone, 2001; Valcke
et al., 2011; van Niekerk et al., 2013; Thierer,
2014; Wishart et al., 2007). For Information
Technology, children should be taught through
trial and error. However, integrating online
opportunities or using productive tools should
also be a priority, although focusing on the
individual needs of each student is relatively
difficult (Livingstone, 2001; Vanderhoven et al.
al.,2016). Several studies have shown that school
programs show no effect on student behavior but
instead are short-term activities and efforts from
teachers (Valcke et al., 2007; Valcke et al. , 2011;
Vanderhoven et al., 2016; Wishart, 2004; Mishna
et al., 2011). Because adults often assume social
media is negative, programs should also focus
on improving students’ digital safety rather
than separating the Internet from the beneficial
opportunities that come with it (Agosto & Abbas,
2017 ). Therefore, it is important that educators
address the issue through evidence-based
studies and evaluations of their effectiveness
in maximising students’ potential without
creating additional opportunities for maladaptive
behaviors.

Livingstone & Smith (2014) suggested
that the higher level of digital skills children
gain, the more broadly they are likely to use
the Internet, which can present more risks and
opportunities alike (Vanderhoven et al., 2013).
However, it should also be noted that school-
based intervention programmes would not
make any difference to students’ behaviours,
but rather, short-term tasks and engagements by
teachers (Valcke et al., 2007; Valcke et al., 2011;
Vanderhoven et al., 2016; Wishart, 2004; Mishna
etal., 2011). Therefore, it is vitally important that
educators fill in the gap with data-driven research
and evaluate their effectiveness to maximise
children’s potentials while not creating more
chances for unhealthy practices.

3.4. Prospect of digital education in Vietnam

In Vietnam, the International Computer
Driving License (ICDL) of Europe and the
International Computer and Internet Literacy
Certification exam of Certiport (USA) was
referred. Along with the actual requirements of
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the country, in 2014, the Ministry of Information
and Communications issued the standard of
skills in using IT together with the Circular
No. 03/2014/TT-BTTTT dated 11/3/2014.
The skill standard for using IT sets out the
requirements for knowledge and skills for a
general citizen, focusing on the target users for
the job. The standard consists of 6 basic modules
and 9 advanced modules including Basic IT
Understanding, Basic Computer Use, Basic/
Advanced Word Processing, Basic/Advanced
Spreadsheet  Usage, Use basic/advanced
presentations, Basic Internet use, Database use,
2-D graphic design, Image editing, Web site
editing, Information security, Use Use project
planning software.

3.4.1. Curriculum

In the context of Vietnamese ICT curriculum,
not much attention has been paid to the safety
domain. Vietnamese students face enormous
challenges in terms of infrastructure (one-to-one
student per computer is no ensured), insufficient
and obsolete resources, lack of professional
training for teachers and lack of progress reporting
from the government (Manh Tran & Stoilescu,
2016). In 2009, the Ministry of Education and
Training proposed a framework to develop
a digital literacy programme for Vietnamese
students (Ministry of Education and Training,
2009; Ministry of Education and Training, 2017)
but little improvement or change regarding digital
skills training has been observed. Compared to
the Australian ICT curriculum, Vietnam’s current
curriculum too heavily focuses on the software
programming strand while lacks a balance
of others such as social and ethical issues,
hardware and Internet and network (Manh Tran
& Stoilescu, 2016). This facilitates an urgent call
for a comprehensive assessment and learning set
for students of all ages where not only victims
but also witnesses of online risks know how to
handle dangerous situations (Nguyen et al., 2020;
Cong et al., 2018).

In 2018, on the basis of inheriting the
previous program and updating the program of
advanced countries, the Ministry of Education
and Training issued Circular No. 32/2018/TT-
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BGDDT dated December 26, 2018 promulgating
Chapter General education program and General
education program in Informatics. Accordingly,
the informatics program consists of 3 circuits
(digital literacy, ICT application, computer
science) divided into 7 topics with 5 requirements
to achieve specific competencies.

The 7 core topics include Computers and
knowledge society, Computer networks and
the Internet, Organization of storage, search
and exchange of information, Ethics, law and
culture in the digital environment, Applications
Computer applications, Computer-aided problem
solving, Career with informatics.

The 5 requirements for capacity in order of
increasing level are: Using and managing ICT
facilities (Nla), Behaving appropriately in the
digital environment (NLb), Problem solving
with support of ICT (NLc), Application of ICT in
learning and self-study (NLd), Cooperation in the
NLe digital environment). Digital competence
for high school students will be developed not
only through Informatics but also through many
other related subjects.

3.4.2. Digital competency framework

In principle, a digital competency framework
needs to be built first, from which to develop
curricula and teaching materials. However,
for different objective and subjective reasons,
different contexts may have to be implemented
in parallel, this capacity framework must be
developed. The Digital Competency Framework
for students in particular must be part of the
Digital Competency Framework for Citizens in
general and must include specific characteristics
for high school students.

This framework needs to meet a number
of requirements as a basis for specific
implementation, including (1) Inheriting and
developing the basic advantages of the current
computer science curriculum; (2) Exploiting the
International Digital Competency Framework,
it is necessary to select and apply appropriate
contents for integration, towards the international
level; (3) Ensure orientation of international
integration, mutual recognition among countries
in the region and the world; (4) Technology-
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neutral, the competency framework sets forth
general requirements, regardless of any specific
technology or product platform (hardware,
software), regardless of closed or open-source;
(5) The framework sets out requirements for both
knowledge (understanding) and skills (practice);
(6) Ensuring practicality, associated with the
requirements of reality, between education in
school and real life; (7) The content is easy to
understand, easy to update and supplement, easy
to locate each specific capacity; (8) Details by
grade level, class block suitable for high school
students (maybe the same topic but with different
depth and depth).

In Vietnam’s Information Technology
program, the domain of digital security has not
been really focused on. Vietnamese students
face many barriers in terms of facilities (not
guaranteeing a computer for each student),
shortages and scarcity, inadequate and
comprehensive professional training for teachers,
and a lack of information on strategy and planning
from the government (Manh Tran & Stoilescu,
2016). In 2009, the Ministry of Education and
Training proposed a framework for developing
digital literacy programs for Vietnamese students
(Ministry of Education and Training, 2009;
Ministry of Education and Training, 2017) but in
reality there are no improvement in digital skills
noted. Compared with Australia’s Information
Technology program, the current Vietnamese
program focuses too deeply on software
programming and lacks attention to ethical and
social issues, hardware, and the Internet (Manh
Tran & Stoilescu, 2016). This shows the urgent
need to develop a comprehensive curriculum and
assessment for students of all ages so that not
only victims but also witnesses of online dangers
know how to handle dangerous situations
(Nguyen et al., 2020; Cong et al., 2018).

In the context of socio-economic development
at home and abroad as well as innovations from
the impact of information technology and digital
communication, the Ministry of Education
and Training has developed a draft Digital
Competency Framework for preschool children
and school students (Khung ndng liec s6 cho tré em
mam non — hoc sinh phé théng), in which digital



safety is identified as one of the seven domains
of digital competence of Vietnamese students.
Accordingly, the balance between online safety
and the right to participate in the digital world
as well as develop digital technology skills will
be focused in the education to ensure students
are ready on cognitive and social skills to protect
themselves and their community when entering
the digital world.

Although Vietnam would benefit from
having an ICT curriculum implemented first and
foremost, it is important that other countries’
performances be taken into consideration. Since
many cyber-security awareness trainings are rote
and students do not have the opportunity to apply
concepts into real-case scenarios, educators
can take advantage of ICT with the support of
interactive tools to enliven lessons, which has
been proved to be more effective and fun for
this age range (Cone et al., 2017; Livingstone,
2001; Valcke et al., 2011; van Niekerk et al.,
2013; Thierer, 2014; Wishart et al., 2007).
When it comes to ICT, children should be taught
through trial and error. That being the case, the
incorporation of opportunities to practice surfing
the Internet or using production tools should be
prioritised, though it is necessary to acknowledge
that it is difficult to tend to individual needs of
students (Livingstone, 2001; Vanderhoven et al.,
2016).

4. Conclusions
This paper provides an overview of research
about digital safety competency for students in
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